a2 United States Patent

US009438550B2

10) Patent No.: US 9,438,550 B2

Fiatal et al. 45) Date of Patent: Sep. 6, 2016
(54) MOBILE DEVICE POWER MANAGEMENT (52) US. CL
IN DATA SYNCHRONIZATION OVER A CPC ... HO4L 51/22 (2013.01); HO4L 9/08
MOBILE NETWORK WITH OR WITHOUT A (2013.01); HO4L 9/14 (2013.01); HO4L
TRIGGER NOTIFICATION 12/5895 (2013.01);
(Continued)
(71) Applicant: Seven Networks, LL.C, San Carlos, CA (58) Field of Classification Search
(Us) CPC .... GO6F 1/3203; GO6F 1/3215; GOGF 1/325;
GO6F 11/0757; GO6F 1/3237; GO6F 1/3265;
(72) Inventors: Trevor A. Fiatal, San Carlos, CA (US); GOGF 21/10; GO6F 1/3296; GO6F 1/3287;
Lee R. Boynton, San Carlos, CA (US); GO6F 1/3259; HO4W 52/0232; HO4W
Scott M. Burke, San Carlos, CA (US); 52/0261; HO4W 84/18; HO4W 48/12; HO4W
Brian D. Gustafson, San Carlos, CA 52/00; HO4W 52/0219; HO4W 52/0258;
(US); Binu Raj, San Carlos, CA (US); HO04W 52/028; HO4W 52/0296; HO4W
William Alvarado, San Carlos, CA 28/0263; HO4W 24/10; HO4W 52/322;
(US); Juan Benitez, San Carlos, CA HO04W 52/0254; HO4W 52/0235; HO4W
(US) YO02B 60/1278; YO02B 60/144
See application file for complete search history.
(73) Assignee: (SS‘SI(;n Networks, LL.C, Marshall, TX (56) References Cited
U.S. PATENT DOCUMENTS
(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35 4,980,836 A 12/1990 Carter et al.
U.S.C. 154(b) by 0 days. 5,124,117 A 6/1992 Tatebayashi et al.
(Continued)
(21) Appl. No.: 14/873,143
FOREIGN PATENT DOCUMENTS
(22) Filed: Oct. 1, 2015 P 1617315 Al 1/2006
. L GB 2328588 A 2/1999
(65) Prior Publication Data .
(Continued)
US 2016/0036753 Al Feb. 4, 2016 OTHER PUBLICATIONS
Kravets R. et al.: “Application-driven power management for
Related U.S. Application Data mobile communication”, Wireless Networks 6 (2000) 263-277, J.C.
Baltzer AG, Science Publishers.
(63) Continuation of appligation NQ. 14{ 623,514, ﬁ.led.on (Continued)
Feb. 17, 2015, which is a continuation of application
No. 11/470,802, filed on Sep. 7, 2006, now Pat. No. Primary Examiner — Fred Casca
8,989,728, which is a continuation of application No. (74) Attorney, Agent, or Firm — NK Patent Law, PLLC
(Continued) (57) ABSTRACT
A method for transferring data between a mobile device and
(51) Int. CL a client includes sending transactions from the mobile
Ho04M 1/00 (2006.01) device to the client over a first connection and determining
HO4L 12/58 (2006.01) how often to receive new data.
(Continued) 40 Claims, 6 Drawing Sheets
12\ FIREWALL

MOBILE NETWORK 14
20 2

CELL
PHONE

WAP
GATEWAY
WA i

[

SMART
DEVICE

COMMUNICATION 311
MANAGEMENT SYSTEM 16

USER 42
DATABASE

N

| MANAGEMENT

- [ 1" SERVER
PCIPDA /
Kiosk
S 2
2%

| > 05

ENTERPRISE NETWORK 18

1

|

|

| )

| ENTERPRISE

| SERVER

148 ENTERPRIS

t ECUENT T4
I

35

2 Po ~38

PERSONAL
CLIENT °

PCS

|
|
|
|
|
|
|
!
|
|
|
|
|
|



US 9,438,550 B2
Page 2

Related U.S. Application Data

10/339,368, filed on Jan. 8, 2003, now Pat. No.
7,139,565.

(60) Provisional application No. 60/346,881, filed on Jan.
8, 2002, provisional application No. 60/403,249, filed
on Aug. 12, 2002.

(51) Int. CL
HO4L 29/06 (2006.01)
HO4L 29/08 (2006.01)
HO4L 9/08 (2006.01)
HO4L 9/14 (2006.01)
HO4W 12/04 (2009.01)
HO4W 4/12 (2009.01)
HO4W 76/02 (2009.01)
HO4W 85/06 (2009.01)

(52) US.CL
CPC oo HO4L 51/08 (2013.01); HO4L 51/38

(2013.01); HO4L 63/029 (2013.01); HO4L
63/0272 (2013.01); HO4L 63/0281 (2013.01);
HO4L 63/0428 (2013.01); HO4L 63/0464
(2013.01); HO4L 63/08 (2013.01); HO4L
63/0807 (2013.01); HO4L 67/04 (2013.01);
HO4L 67/06 (2013.01); HO4L 67/1095
(2013.01); HO4L 67/14 (2013.01); HO4L
69/329 (2013.01); HO4W 12/04 (2013.01):
HO4W 4/12 (2013.01); HO4W 76/02 (2013.01);
HO4W 88/06 (2013.01)

(56) References Cited
U.S. PATENT DOCUMENTS

5,355,501 A 10/1994 Gross et al.

5,465,394 A 11/1995 Pinault et al.

5,617,572 A 4/1997 Pearce et al.

5,710,929 A 1/1998 Fung

5,954,820 A 9/1999 Hetzler

6,263,200 Bl 7/2001 Fujimoto

6,278,887 Bl 8/2001 Son et al.

6,363,480 Bl 3/2002 Perlman

6,560,707 B2 5/2003 Curtis et al.

6,636,838 B1  10/2003 Perlman et al.

6,772,340 Bl 8/2004 Peinado et al.

6,792,545 B2 9/2004 McCreight et al.

6,799,030 B2 9/2004 Barber et al.

6,820,204 B1  11/2004 Desai et al.

6,934,267 B1* 8/2005 Mannerstrile ... HO4W 72/0446
370/311

6,965,992 Bl  11/2005 Joseph et al.

6,973,335 B2 12/2005 Ganton

6,977,745 B2 12/2005 Sharma

6,988,199 B2 1/2006 Toh et al.

7,003,331 B2 2/2006 Cromer et al.

7,016,499 B2 3/2006 Perlman

7,020,467 B2 3/2006 Tada

7,027,843 B2 4/2006 Cromer et al.

7,035914 Bl1* 4/2006 Payne ............. GOSB 25/085
340/7.29

7,055,027 Bl 5/2006 Gunter et al.
7,152,172 B2 12/2006 Tsirkel et al.
7,178,021 Bl 2/2007 Hanna et al.
7,181,017 Bl 2/2007 Nagel et al.
7,181,629 Bl 2/2007 Hatanaka et al.
7,185,362 B2 2/2007 Hawkes et al.
7,188,365 B2 3/2007 Balissat et al.
7,219,225 B2 5/2007 Rhodes
7,254,712 B2 8/2007 Godfrey et al.
7,280,658 B2  10/2007 Amini et al.
7,349,871 B2 3/2008 Labrou et al.
7,352,868 B2 4/2008 Hawkes et al.
7,363,495 B2 4/2008 Felt et al.
7,505,795 Bl 3/2009 Lim et al.
7,653,815 B2 1/2010 Godfrey et al.
7,739,496 B2 6/2010 Jacobs
7,761,703 B2 7/2010 Little et al.
7,786,623 B2 8/2010 Farmer et al.
7,814,208 B2  10/2010 Stephenson et al.
7,983,419 B2 7/2011 Fan et al.
8,023,475 B2 9/2011 Goldberg et al.
8,078,896 B2  12/2011 Karlsson
2002/0156921 Al* 10/2002 Dutta .......ccoevovrnnen. HO4L 29/06

709/246
2002/0191785 Al
2003/0148760 Al
2004/0264396 Al
2005/0239518 Al
2008/0005599 Al
2008/0278312 Al
2009/0028084 Al
2010/0083255 Al
2011/0177847 Al
2011/0216681 Al

12/2002 McBrearty et al.
8/2003 Takayanagi
12/2004 Ginzburg et al.
10/2005 D’ Agostino et al.
1/2008 Theocharous et al.
11/2008 Kristensson et al.
1/2009 Ping
4/2010 Bane et al.
7/2011 Huang
9/2011 Tao et al.

FOREIGN PATENT DOCUMENTS

JP 2010061644 A 3/2010
WO 0130041 A2 4/2001
WO 2006103681 A2 10/2006

OTHER PUBLICATIONS

Shye A. et al.: “Into the Wild: Studying Real User Activity Patterns
to Guide Power Optimizations for Mobile Architectures”,
MICRO’09, Dec. 12-16, 2009, New York, NY, USA.

Benini L. et al.: “A Survey of Design Techniques for System-Level
Dynamic Power Management”, IEEE Transactions on Very Large
Scale Integration (VLSI) Systems, vol. 8, No. 3, Jun. 2000.
Moshnyaga V. G. et al.: “LCD Display Energy Reduction by User
Monitoring”, Proceedings of the 2005 International Conference on
Computer Design (ICCD’05), IEEE Computer Society 2005.

M. Annoni et al.: “Interworking between Multi-Layer IPSEC and
secure multicast services over GEO satellites”, European Coopera-
tion in the Field of Scientific and Technical Research, 2002.

A. Mackinnon et al.: “Overview of Internet Protocol Security”,
Faculty of Computing and Information Technology Department of
Robotics and Digital Technology, 1994.

EPO, EP20030705704, File history Oct. 13, 2004 to Apr. 7, 2016.
EPO, EP20030707338, File history Oct. 13, 2004 to Apr. 7, 2016.
USPTO, Non-Final Rejection for U.S. Appl. No. 14/745,796, Jan.
20, 2016.

* cited by examiner



US 9,438,550 B2

Sheet 1 of 6

Sep. 6, 2016

U.S. Patent

A

ye 7~ d3AE3S 1IN

L 3dNOId

3svaviva
[44 H3sn

HAAYIS

1z

NaMOL
HLOV

33(A3d I190NW

|
GE T
A\
6¢ \/v% AHONIN 7
op o4 AN
TYNOSHAd
mm7(
H31NdINOCD
T¥YNOSH3d
81 MHOMLIN ISIHdEIINT
Nr(\;

i
1
1
|
|
f
l
l
i
i
1
I
1
|
{
i
!
f
1
|
I
!
{
i
!
i
i
¢
1
|
1
l
1
1
|
1
|
1
|
i
i
i
i

1 |

,ﬂﬁm

TIVAMESIA

INIAWIOVYNYIN

me

gl W3LSAS INJWIOVYNVIN
NOILVOINNAINOD

Y

12—

1 YHOMLIN FTIgON



US 9,438,550 B2

Sheet 2 of 6

Sep. 6, 2016

U.S. Patent

o/ INTITO
TWNOSYHI

/mm

8¢ M d

G¢

AN3IM0 4
SiHdd3 N3

TV\/\

d3AY3ES
3SIHdddINT w

Ve

81 MHOMLIN 3SIddH3INS

TIVAMEYIS

ﬂvm

¢ 3dNoid

N A

H3IALTIS

\ INTWIOVNYA |

/ww

JSvavivd
4% 434SN

91 W31LSAS INJWIOVYNVA
NOILYOINNWNOD

BELTE
\q\v_ LAVINS
- sas + 44

* NIMOL -
| HINY 2 |

vy
MSOIX
, \\\.ﬂ\\v vadiod
« ] o
2z
|
/ dvM
AVMALYO | -
- odvm / "1 INOHd
Sv 1730
0z’
¥1 MHOMLIN ITIG0N

vfmv



US 9,438,550 B2

Sheet 3 of 6

Sep. 6, 2016

U.S. Patent

NYQHOr aTvNod

SUVYNINZS gS0

T13ssnd 114

WO

XOd1ivIN

A //ow

[0)74 T

INSITO TVNOSY¥3d

Od

/mm

¢ JHNDI4
NYQYOr aTvNod Nm)/
SYVYNINTS 9S0 ////v
7138SNy 1119 1s3no3ay
// <« | NOILOVSNvYL
9
£C
ISENYER
INIWIAOVYNYIN

G¢

/mm

JOIA3A FTIHONW

|

N1z




US 9,438,550 B2

Sheet 4 of 6

Sep. 6, 2016

U.S. Patent

c6

¥ 34NOId
06 88 98 ™~ 14
U
w e * T~ T — s

*

™~ ¢l

IX3L VNG

¥3A104 |
z8 ans A\ Y3IHINIA 34

™~ 0L

A
08/~ ¥y0oL03dd

1008 = s [ s _ o/
'} -
8L

v/vm

) s34
\ hig INTD 3N |-
Y TYNOSH3d ||, d3IAIS 301A3a
oz LINIWIOVNYIN [ ez 371900
2d ‘
o/
wN\ LC
| |
JOVSSIAN ™ ! M
YINT T # mwow,_wm
|
e




US 9,438,550 B2

Sheet 5 of 6

Sep. 6, 2016

U.S. Patent

viL 7

N

1SIT1OVINOD
JSIddY3LINT

H3AH3S TIVING

pe

A

IN3INO TYNOSH3d h

oy

Od

g/

G 34dNS9id

T~
cll

1S SLOVINOD
40 NOILYOd aN¢

0LL ™

AY3ND SLOVINOD
M3IA ANC

801 ™

1817 SLOVINOD
40 NOILYCd 1S}

Ad3ND S1OVINOD
MJIN LSL

/mc I

O4NI ¥VANTTVO

vol IN3O3Y 1SOW

O4NI TV O4NI LOVINOD
INIO3Y 1SOW 1N3D3Y 1SOW

z01-’ 001~
1N3I10 IGO0

86—
J0IA3A IO
iz




US 9,438,550 B2

Sheet 6 of 6

Sep. 6, 2016

U.S. Patent

[
“
|
!
_ eI~
I
!

9 d4Nold

) :

1vYING 4

1531v7

ONAS

- | 1sanoay

H3O0RL

gek
E
:
pe VI3
HANYIS VNS
I
v
gel SRETRIE
NS IN3ND.
| TYNOSY3d

g M

vy

]
|
i
i
“
i
|
“
i
{
3ISNOJSTY ve j !
i
i
{
i
I
f
|
|
i
i
1
|
|
|

-

i

{

i

i

i

|

i

|

! T4
“ A
i

i

]

1

!

|

|

i

i

{

0gL M AYMELYD

HIAH3IS
INIWIOVYNYIN

NOLLVDIHILON

8zl \L OSINS m
L

NNT/

]
NOISH3IA
TIYWNE
ane

IN3D
AGILLYE| 3ygop

30IA3A IDON

ech

0¢L

Y4

ALIHOId
A HOIH

A R

| IOVSSIN SNS
A gz




US 9,438,550 B2

1
MOBILE DEVICE POWER MANAGEMENT
IN DATA SYNCHRONIZATION OVER A
MOBILE NETWORK WITH OR WITHOUT A
TRIGGER NOTIFICATION

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application is a Continuation of U.S. patent appli-
cation Ser. No. 14/623,514, filed Feb. 17, 2015, entitled
“CONNECTION ARCHITECTURE FOR A MOBILE
NETWORK, which is a continuation of U.S. patent appli-
cation Ser. No. 11/470,802, filed Sep. 7, 2006, entitled
“CONNECTION ARCHITECTURE FOR A MOBILE
NETWORK,” which is a Continuation of U.S. application
Ser. No. 10/339,368, filed Jan. 8, 2003, entitled CONNEC-
TION ARCHITECTURE FOR A MOBILE NETWORK,
now U.S. Pat. No. 7,139,565, which claims the benefit of
both U.S. Provisional Application No. 60/346,881 filed Jan.
8, 2002 and U.S. Provisional Application No. 60/403,249
filed Aug. 12, 2002, all of which are herein incorporated by
reference in their entirety.

BACKGROUND

Mobile email messaging systems typically use a store and
forward architecture. Electronic Mail (email) redirector soft-
ware runs either on an enterprise email server or on a
desktop computer. The redirector software monitors a user
mailbox. When a new email message is received in the
mailbox, the redirector makes a copy of the email message
and wraps the copy in an encryption envelope and encap-
sulates the copy for delivery to the mobile device. The
redirector may optionally encrypt and/or digitally sign the
encapsulated email message.

The encrypted encapsulated email message is sent out
over the Internet and routed to a mobile device associated
with the user mailbox. If encrypted, the email message is
decrypted by the mobile device prior to being stored on the
mobile device and then displayed and stored on the mobile
device. This same process is repeated for every new email
that is received in the user’s mailbox.

Thus, with this architecture two versions of the same
mailbox exist. The primary mailbox on the email server or
desktop PC, and the replicated mailbox on the mobile
device. Consistency between the primary and the replicated
mailbox may be maintained to some degree using synchro-
nization messages passing back and forth between the
redirector and the mobile device. For example, an email
message deleted from the mobile device may result in a
synchronization message to the desktop redirector, which
instructs it to also delete that message from the primary
mailbox. In some versions of this architecture, no effort at all
is made to ensure consistency of mailbox state between the
primary and replicated instances. This store and forward
architecture is cumbersome, does not operate in real-time,
and requires sending a large number of email messages over
the Internet. The present invention addresses this and other
problems associated with the prior art.

SUMMARY

A real-time communication architecture establishes a con-
tinuous connection between an enterprise network and a
communication management system. The connection is con-
tinuously held open allowing mobile devices real-time
access to enterprise data sources such as email systems. The
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2

real-time communication architecture can support an entire
enterprise email system or individual email users.

The foregoing and other objects, features and advantages
of the invention will become more readily apparent from the
following detailed description of a preferred embodiment of
the invention which proceeds with reference to the accom-
panying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a mobile communication
architecture according to one embodiment of the invention.

FIG. 2 is a block diagram of an enterprise version of the
communication architecture.

FIG. 3 is a block diagram showing how transactions are
transferred in the communication architectures shown in
FIGS. 1 and 2.

FIG. 4 is a block diagram showing how local network files
are viewed and selected by a mobile device.

FIG. 5 is a block diagram showing how data is stored in
a mobile device.

FIG. 6 is a block diagram showing how the mobile device
is synchronized.

DETAILED DESCRIPTION

For simplicity, data, databases, files, and data transactions
may be referred to generally as Electronic mail (email),
email transactions, mailboxes, etc. However, it should be
understood that any type of email data or email transaction
described below can be similarly performed for calendars,
contacts, tasks, notes, electronic documents, files or any
other type of data that needs to be transferred between a
local network and a mobile device,

FIG. 1 shows one embodiment of a real-time communi-
cation architecture 12 that includes a mobile network 14, an
enterprise network 18, and a communication management
system 16 that manages communications between the
mobile network 14 and the enterprise network 18.

The enterprise network 18 in one instance is a private
network that contains a firewall 31. The firewall 31 can be
a set of related programs, located at a network gateway
server that protects the resources of the enterprise network
18 from users from other networks. The term ‘firewall’ also
implies the security policy that is used with the firewall
programs.

The mobile network 14 includes mobile devices 21 that
communicate over the Internet through a wireless or landline
mobile network 14. Since mobile networks 14 are well
known, they are not described in further detail.

The enterprise network 18 can be any business network,
individual user network, or local computer system that
maintains local email or other personal data for one or more
users. In the embodiment shown in FIG. 1, the enterprise
network 18 includes an email server 34 that is accessed by
multiple Personal Computers (PCs) 38. In one example, the
email server 34 may be a Microsoft® Exchange® server and
the PCs 38 may access email on the email server 34 through
a Microsoft® Outlook® software application. The email
server 34 can store email mailboxes, contact lists, calendars,
tasks, notes, or any other type of local data or electronic
document.

The PC 38 is connected to the email server 34 over a
Local Area Network (LAN) 35. The PC 38 includes memory
39 for storing local files that may include personal email data
as well as any other types of electronic documents. Personal
client software 40 is executed by a processor in the PC 38.
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The personal client 40 exchanges transactions with the
mobile device 21 for browsing email, calendars, and contact
information as well as accessing local files.

A communication management system 16 includes at
least one management server 28 that manages the transac-
tions between the mobile device 21 and the enterprise
network 18. A user database 42 includes configuration
information for different users. For example, the user data-
base 42 may include login data for user’s in enterprise
network 18.

Enterprise Version

FIG. 2 shows an enterprise version of the communication
architecture 12. The enterprise network 18 includes an
enterprise server 34 that connects through LLAN connection
35 to multiple PCs 38. The enterprise server 34 also includes
an enterprise client 41 that can communicate directly with
the management server 28.

The communication management system 16 in FIG. 2
includes the management server 28, as well as one or more
Smart Device Servers (SDS) 30, and one or more Personal
Client Servers (PCS) 32. The SDS 30 handles communica-
tions with particular smart mobile devices 24. The PCS 32
manages communications with personal clients 40.

The mobile devices 21 in FIG. 2 are shown in more
specificity and include cell phones 20 having WAP inter-
faces that communicate with management server 28 through
a WAP gateway 26. Other mobile devices 21 may include
PCs, PDAs, Internet kiosks 22, or any other smart mobile
device 24 that operates as communication endpoints.

Mobile connection 23 in FIG. 1 and mobile connections
45, 46 and 44 in FIG. 2 are any connections that allow the
mobile devices 21 to communicate over the Internet. For
example, the connections 23, 44, 45 and 46 may be through
landlines, cellular channels, 802.11 wireless channels, sat-
ellite channels, etc.

Continuous Real-Time Connectivity

Referring specifically to FIG. 1, the personal client 40
automatically establishes a continuous connection 25
between the PC 38 and management server 28. The personal
client 40 initiates an outbound connection 25 which is then
authenticated by the management server 28. For example,
the client 40 presents an authentication token 29 to the
management server 28. The management sever 28 then
attempts to match the information in the authentication
token 28 with information in user database 42.

If the authentication token 29 is authenticated, the con-
nections 25 or 48 are established through the firewall 31 to
achieve access to the management server 28 which is outside
the private enterprise network 18. The management server
28 then sends the personal client 40 connection authoriza-
tion and any other needed information. For example, the
management server 28 may send back connection sharing
information, email notification filters, and other mobile
communication configuration parameters associated with a
particular user.

The management server 28 and the personal client 40 then
go into a quiescent mode until a transaction, such as a data
query, is transferred between the mobile device 21 and the
personal client 40. If for any reason the connection 25 is
disconnected, the personal client 40 automatically estab-
lishes another connection 25 with management server 28.

It is important to note that the connection 25 is continu-
ously maintained even when no connection 23 is currently
exists between mobile device 21 and management server 28.
In one embodiment, the connection 25 is a Transmission
Control Protocol/Internet Protocol (TCP/IP) connection.
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However, any connection protocol can be used that allows
continuous connectivity between the enterprise network 18
and communication management system 16.

In an alternative embodiment, the connection 25 may be
established through a proxy server (not shown) in enterprise
network 18. For example, messages sent by the personal
client 40 may be encrypted by the proxy server with a Secure
Sockets Layer (SSL).

After the connection 25 is established by the personal
client 40, a mobile connection 23 can be established at any
time between the mobile device 21 and the management
server 28. After the mobile connection 23 is established, the
mobile device 21 can then access email and other informa-
tion in the email server 34 or memory 39 through personal
client 40. Thus, after connection 25 is established, the
personal client 40 effectively operates as an email server for
the mobile device 21.

Referring to FIG. 2, in a manner similar to the personal
client 40, an enterprise client 41 establishes a continuous
connection 48 with the management server 48 similar to the
connection 25 established between the personal client 40
and management server 28. The connection 48 is used for
relaying transactions between multiple mobile devices 21
and multiple email users on enterprise server 34 at the same
time.

In the version of the communication architecture shown in
FIG. 2, the personal client 40 may establish connection 25
with the management server 28 through PCS 32 and certain
mobile devices 24 may establish mobile connections 44
through the SDS 30.

Mobile Device Log-In

Referring to FIGS. 1 and 2, the management server 28
authenticates mobile connections 23, 44, 45, and 46 initiated
by the mobile devices 21. When a user signs up for a mobile
account, a copy of the user’s username and password for the
enterprise network 18 is stored in the user database 42. After
the mobile device 21 powers on, the user is required to login
to the communication management system 16 by entering
another user name and password. If the mobile device 21
accesses email through the enterprise server 34, as opposed
to through the PC 38, then an enterprise identifier (e.g.,
name) may also be required.

The mobile device 21 sends an authentication token 27
either directly to the management server 28 or to the SDS 30
which forwards the authorization token 27 to the manage-
ment server 28. The management server 28 verifies infor-
mation in the authorization token 27 with information in the
user database 42. If the authentication token 27 is verified,
the management server 28 sends an authorization acknowl-
edgement directly to the mobile device 21 or through the
SDS 30.

Once the mobile device 21 has successfully logged in, the
management server 28 unlocks the user’s enterprise user
name and password. This allows the mobile device 21 to
access email and other local files in the enterprise network
18 either through connection 25 or connection 48.

The management server 28 also conducts rendering and
view functions needed for presenting email and other data to
the different mobile devices 21. For example, the manage-
ment server 28 reformats local data retrieved from the
enterprise network 18 according to the particular mobile
device 21 requesting the information. The management
server 28 also operates as a transactional routing engine for
routing transactions between the mobile devices 21 and the
enterprise network 18.
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Stateless Non-Replicated Connectivity

Referring to FIG. 3, once the mobile device 21 has
successfully logged in, stateless connectivity exists between
the mobile device 21 and the personal client 40 over
connections 23 and 25. For example, the mobile device 21
may send a transaction request 62 to the personal client 40
to view emails in the users mailbox 60.

The transaction request 62 is sent from the mobile device
21 to the management server 28 over mobile connection 23.
The management server 28 locates the personal client 40
associated with request 62 and forwards the request 62 over
the appropriate connection 25. The personal client 40
accesses data in mailbox 60 according to the transaction
request 62. For example, if the transaction request 62
requests viewing the user’s latest emails, the personal client
40 generates an email list 64 containing the emails received
in mailbox 60. The personal client 40 then sends the email
list 64 back to the mobile device 21 through connection 25.

If the mobile device 21 has limited memory or viewing
capability, only a latest portion of the emails in mailbox 60
may be included in email list 64. Alternatively, the personal
client 40 may send all of the emails in mailbox 60 to the
management server 28. The management server 28 then
doles out portions of the email list 64 to the mobile device
21 according to the type of electronic platform used by the
mobile device 21.

These transactions allow the mobile device 21 to view
information in mailbox 60 in real time without having to
maintain a second version of the emails in mailbox 60. Once
the connection 23 is terminated, the email list 64 received by
the mobile device 21 may be deleted. If emails in mailbox
60 need to be viewed again, the mobile device 21 sends a
new transaction request 62 to the personal client 40.

If the items requested in transaction 62 are too numerous
or too large for viewing by the mobile device 21, the
personal client 40 may send only enough information in list
64 to identify the items. For example, the personal client 40
may glean out from an email the email sender information,
when the email was sent, and the subject line. The personal
client 40 may only send out this gleaned information for the
latest emails received in mailbox 60.

The mobile device 21 receives the gleaned partial list 64
and can then select one or more of the items in list 64 for
viewing. Depending on the type of data requested for
viewing, another transaction request 62 may be sent from
mobile device 21 to personal client 40 to view the selected
email in its entirety. The personal client 40 then sends any
remaining contents of that selected email to the mobile
device 21. Alternatively, if the gleaned partial email list 64
does not contain the email that the mobile device user wishes
to view, the mobile device 21 can send another transaction
request 62 to the personal client 40 to view a second portion
of the emails contained in mailbox 60.

After the transaction between the mobile device 21 and
the management server 28 is completed, no emails from
mailbox 60, or any other files from the PC 38 need to remain
on the mobile device 21. That is unless the mobile device 21
saves a copy of the data. Thus, the servers 28, 30 and 32 and
the mobile devices 21 shown in FIGS. 1-2 do not have to
maintain a second version of the email data in mailbox 60.

This stateless connectivity does not require the large
number of transactions that are typically required in store
and forward architectures and also eliminates having to copy
emails and send the copies to the mobile device each time an
email is received at the user’s mailbox.
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Local Data File Access

FIG. 4 shows how the mobile device 21 accesses local
files contained on the PC 38 and attaches those local files to
email messages. The personal client 40 operating on PC 38
is initially configured to point to a root directory 80. The root
directory 80 may include multiple subfolders 82 that contain
files 84 and 86. Other files 88 and 90 may be located at the
top level of the root directory 80 or located in other
subfolders.

Some mobile devices 21 may not have the capability to
actually open and read the files in root directory 80 or there
may be too much data in certain files for the mobile device
21 to store. In these situations, the mobile device 21 can still
view, navigate and select folders and files located under the
root directory 80.

An email message 70 is opened on the mobile device 21.
An Insert File option may then be selected in the email
application running on the mobile device 21. Selecting the
Insert File option sends a view files transaction 76 from the
mobile device 21 to the management server 28.

The management server 28 sends the transaction 76 over
the appropriate connection 25 to personal client 40. The
personal client 40 receives the transaction 76 and determines
the mobile device 21 has requested a list of files in root
directory 80. The personal client 40 generates a response
containing a file list 78 identifying the subfolders 82 and
files 84-90 in root directory 80. The response message
containing file list 78 is then sent back to the mobile device
21 over connection 25.

All or part of the file list 78 may be sent to mobile device
21. For example, the management server 28 may determine
the mobile device 21 has insufficient memory to view the
entire file list 78. The management server 28 could also
determine it would take too much time to send the entire file
list 78 to the mobile device 21. In these cases, the manage-
ment server 28 may only send a portion of the file list 78 to
the mobile device 21.

The mobile device 21 displays the file list 78 received
from the management server 28 and selects any of the listed
files or subfolders. A subfolder in the file list 78 may be
selected that contains files not included in the file list 78.
This causes the mobile device 21 to send out another view
file transaction 76 to the management server 28 requesting
a list of the files contained in the selected subfolder. The
management server 28, or personal client 40, then sends
back another file list 78 containing the files in the selected
subfolder.

If one or more files are selected from the file list 78, an
associated file identifier 72 is inserted into the email mes-
sage 70. In one example, selecting files is equivalent to a
Hypertext Markup Language (HTML) forms submission
where an item is selected from a website. When an email
Send command is selected on the mobile device 21, an email
transaction 74 is sent to the management server 28 that
includes email message 70 and file identifier 72.

The management server 28 sends the email transaction 74
through connection 25 to the personal client 40. In the
enterprise network shown in FIG. 2, the email transaction 74
may travel from the SDS 30 to the management server 28
and then through the PCS 32 and connection 25 to the
personal client 40.

The personal client 40 unwraps the email transaction 74
and extracts the email message 70 containing the file iden-
tifier 72. The personal client 40 reformats the email message
70 into an email message 92 and then attaches the file in root
directory 80 corresponding to file identifier 72. The email
message 92 with the attached file is then sent by the personal
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client 40 to the email server 34. A copy of the email message
92 may also be copied to the Sent Items folder in the user’s
mailbox.

Storing Queries

Referring to FIG. 5, some mobile devices 21 referred to
as smart mobile devices may include software that operates
a mobile client 98 that receives and transmits data. The
mobile device 21 can store another version of the local data
in email server 34. The stored data can include contact
information stored in memory section 100, emails stored in
memory section 102 and calendar information stored in
memory section 104. The mobile device 21 can view,
generate emails, and generally manipulate the data in
memory section 100-104 off-line.

The mobile client 98 can maintain a latest version of
queried data in memory section 100-104 using the stateless
connectivity architecture described above. For example,
when a View Contacts operation is initiated on the mobile
device 21, the mobile client 98 sends a view contacts
transaction 106 to the personal client 40. The mobile device
21 may have requested the contacts list 114 for the entire
enterprise network. If the contacts list 114 is too large to
send to the mobile device 21, the personal client 40 may only
send back a first portion 108 of the contacts list. For
example, a list of contacts for the first few letters of the
alphabet.

If the contact the user is looking for is not within the first
contacts list portion 108, the user can send a second View
Contacts transaction 110 to the personal client 40. The
second transaction 110 may identify a specific letter of the
alphabet for the personal client 40 to query. Alternatively,
the transaction 110 may direct the personal client 40 to send
back a next portion of the enterprise contact list 114 imme-
diately following contacts list portion 108. The personal
client 40 sends back a second portion 112 of contact list 114
pursuant to the transactions 110. If the contact the user is
looking for is in the second contact list portion 112, no
further queries are sent from the mobile device 21.

The mobile client 98 can store the last received contact list
portion 112 in memory 100. According to the amount of
memory available in the mobile device 21, the mobile client
98 may save the last few contact list portions 112 and 108
in memory 100. Thus, when the mobile device 21 goes
off-line, a user is still able to view the latest information
received from personal client 40. The mobile client 98 can
also save the most recent email queries in memory space 102
and the most recent calendar queries in memory space 104.
Synchronization

Referring to FIG. 6, the mobile device 21 may store a
second version 122 of the user’s local data. It may be
necessary from time to time to synchronize the second
version 122 on the mobile device 21 with the local version
136 on the email server 34. In one embodiment, the mobile
device periodically sends out synchronization requests 134
to the personal client 40. The personal client 40 generates a
response 133 pursuant to the synchronization request 134
that contains the latest emails, or other local user data. The
response 133 is sent back to the mobile device 21 and is used
for updating data 122.

Triggers can be used to notify the mobile device 21 when
new emails arrive on the email server 34. Filters 138 are
configured in the personal client 40 that identify the types of
emails or other types of events that cause the mobile device
21 to send a trigger 132.

For example, the filters 138 may tell the personal client 40
to send a trigger 132 each time a new email arrives in the
user’s mailbox. The personal client 40 monitors the user’s
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mailbox in email server 34 for new emails. If a new email
is detected, the personal client 40 sends a trigger 132 to the
mobile device 21 through the management server 28. The
trigger 132 may be a message with no payload that simply
tells the mobile device 21 that something new has happened
in the user’s mailbox. The trigger 132 causes the mobile
device 21 to establish the mobile connection 23 with the
management server 28 and then send a synchronization
request transaction 134 to the personal client 40.

In one implementation, Short Message Service (SMS)
messages 126 are used to trigger the mobile device 21 into
establishing the mobile connection 23 and send the synchro-
nization request transaction 134. The management server 28
is coupled through a notification gateway 130 to a Short
Message Service Controller (SMSC) 128 operated by a
mobile communication service carrier. In other implemen-
tations, some other notification protocol, such as a Wireless
Application Protocol (WAP) Push is used to trigger the
mobile device 21.

The personal client 40 generates the trigger message 132
whenever an event associated with the user’s mailbox 136
corresponds with an event identified in filters 138. The
trigger message 132 causes the management server 28 to
send a message through the notification gateway 130 to the
SMSC 128. The SMSC 128 accordingly sends the SMS
message 126 to the mobile device 24.

The mobile device 21 monitors for particular SMS mes-
sages having some particular computer readable content.
When SMS message 126 is received having that particular
content, the mobile device 21 initiates a mobile connection
with management server 28. The mobile device 21 may
extract the SMS message 126 from a user queue before a
user has a chance to see it.

The mobile device 21 initiates an authentication process
with the management server 28. After successful authenti-
cation, the synchronization request 134 is sent from the
mobile device 21 to the management server 28. The man-
agement server 28 transfers the request 134 to the personal
client 40 over the previously established connection 25. The
personal client 40 upon receiving the synchronization
request 134 sends back a response 133 that includes a list of
the latest emails in the user’s mailbox 136.

High Priority Email

Still referring to FIG. 6, the connection architecture
shown above can also be used for providing notification of
high priority emails. The personal client 40 may be config-
ured to monitor the email server 34 for particular types of
email messages. For example, the filters 138 may cause the
personal client 40 to look for any emails sent from a
particular sender email address. For example, email sent
from the user’s supervisor.

Whenever an email arrives in the user’s mailbox 136 sent
from the supervisor’s email address, the personal client 40
sends a stripped down version of that email through the
management server 28 to the SMSC 128. For example, the
stripped down version may only identify the sender, time,
date, and subject line for the email message. The SMSC 128
then sends a SMS high priority message 124 to the mobile
device 24.

The stripped down high priority SMS message 124 may
be slightly different than the SMS message 126 used for
triggering mobile device synchronization. For example, the
SMS message 126 may not contain any email content, while
the priority message 124 includes some portion of the actual
email content received in mailbox 136. The high priority
message 124 can be sent to any SMS capable mobile device.
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Power Management

The mobile device 21 can periodically initiate synchro-
nization according to an amount of charge remaining in a
battery 123. For example, when battery 123 has a relatively
large amount of charge remaining, the mobile device 21 may
synchronize more frequently than when the battery 123 has
a relatively small amount of charge remaining Systems for
determining an amount of charge remaining in battery are
well known and are therefore not described in further detail.

Different charge gradient levels can be used for varying
how often the mobile device 21 synchronizes with the
personal client 40. For example, the mobile device 21 may
synchronize every 5 minutes when the battery 123 has 75%
or more charge remaining and may synchronize every 10
minutes when the battery 123 is between 75% and 50%
charged. When the battery 123 is between 50% and 25%
charged, the mobile device 21 may only synchronize with
personal client 40 every 30 minutes. Other charge/synchro-
nization rates can also be used.

To further conserve power, synchronization can be varied
according to the day of the week. For example, the mobile
device 21 may synchronize less often on weekends than on
weekdays.

SUMMARY

The system described above can use dedicated processor
systems, micro controllers, programmable logic devices, or
microprocessors that perform some or all of the operations.
Some of the operations described above may be imple-
mented in software and other operations may be imple-
mented in hardware.

For the sake of convenience, the operations are described
as various interconnected functional blocks or distinct soft-
ware modules. This is not necessary, however, and there may
be cases where these functional blocks or modules are
equivalently aggregated into a single logic device, program
or operation with unclear boundaries. In any event, the
functional blocks and software modules or features of the
flexible interface can be implemented by themselves, or in
combination with other operations in either hardware or
software.

Having described and illustrated the principles of the
invention in a preferred embodiment thereof, it should be
apparent that the invention may be modified in arrangement
and detail without departing from such principles. We claim
all modifications and variation coming within the spirit and
scope of the following claims.

We claim:
1. A method for transferring data between a mobile device
and a host, comprising:

sending, in response to instructions from a processor,
application data requests from a mobile device to a host
over a first connection at a first frequency;

receiving data from the host responsive to the sent appli-
cation data requests;

selecting a power management mode, from a plurality of
power management modes, based on an amount of
battery power remaining on the mobile device, wherein
selecting a power management mode is further based
on the amount of battery power remaining being below
a predetermined amount;

changing the frequency that the application data requests
are sent from the first frequency to a second frequency
associated with the selected power management mode;
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wherein at least two of the power management modes are
a low power mode configured to conserve the amount
of battery power remaining on the mobile device and a
normal operation mode,

wherein the normal operation mode is configured to allow

the mobile device to send application data requests
more frequently than when the mobile device is in low
power mode,

wherein the frequency at which some application data

requests are sent is not changed to the second frequency

while the mobile device is in the low power mode; and
exiting the low power mode when an amount of battery

power remaining is above a predetermined amount.

2. The method of claim 1, further comprising:

receiving a trigger that notifies the mobile device of new

data; and

receiving new data from the host,

wherein receiving the new data from the host is at least
in part responsive to the trigger,

wherein the new data is of a type for which a trigger is
to be sent, and

wherein the trigger causes the mobile device to send at
least one data request associated with the trigger.

3. The method of claim 1, wherein the predetermined
amount is 75% of battery charge.

4. The method of claim 1, wherein the mobile device
sends application data requests periodically.

5. The method of claim 1, further comprising authenti-
cating a user of the mobile device over the first connection,
wherein authenticating a user is performed by sending an
authentication token.

6. The method of claim 1, further comprising authenti-
cating a user of the mobile device by sending an authenti-
cation token over the first connection, wherein the authen-
tication token is verified against a user database.

7. The method of claim 6, wherein authenticating the user
allows the mobile device to access content at the host.

8. The method of claim 1, further comprising receiving a
notification of new content.

9. The method of claim 8, wherein the notification is
received over a connection that is maintained while the
mobile device is in the power management mode.

10. The method of claim 8, wherein the notification
includes a portion of a content that is to be received by the
mobile device.

11. The method of claim 8, wherein the notification
includes less than a totality of the content to be received by
the mobile device.

12. The method of claim 8, further comprising establish-
ing a subsequent connection for receipt of the content.

13. The method of claim 8, wherein the notification
includes an identification of a sender of the content.

14. The method of claim 8, further comprising displaying
the notification on the mobile device for viewing by the user.

15. A mobile device located in a mobile network, com-
prising:

a battery;

a processor configured to allow the mobile device to:

send application data requests to a host over a first
connection at a first frequency;

receive data from the network responsive to the sent
application data requests;

select a power management mode from a plurality of
power management modes based on an amount of
battery power remaining on the mobile device,
wherein the selection of a power management mode
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is further based on the amount of battery power
remaining being below a predetermined amount;

change the frequency that application data requests are
sent from the first frequency to a second frequency
associated with the selected power management
mode;

wherein at least two of the power management modes
are a low power mode configured to conserve the
amount of battery power remaining on the mobile
device and a normal operation mode,

wherein the normal operation mode is configured to
allow the mobile device to send application data
requests more frequently than when the mobile
device is in the low power mode,

wherein the frequency at which some application data
requests are sent is not changed to the second fre-
quency while the mobile device is in the low power
mode; and

exit the low power mode when an amount of battery
power remaining is above a predetermined amount.

16. The mobile device of claim 15, wherein at least one
of'the power management modes uses charge gradient levels
for determining how often to send application data requests.

17. The mobile device of claim 15, wherein at least one
of the power management modes is configured to allow the
mobile device to send application data requests less fre-
quently on weekends than on weekdays.

18. The mobile device of claim 15, wherein the processor
is further configured to allow the mobile device to:

receive a trigger that notifies the mobile device of new

data; and

receive the new data from the host,

wherein receiving the new data from the host is at least in

part responsive to the trigger, and wherein the trigger is
received by the mobile device when the new data is of
a type for which a trigger should be sent, wherein the
trigger causes the mobile device to send at least one
data request associated with the trigger.

19. The mobile device of claim 15, wherein the predeter-
mined amount is 75% of battery charge.

20. The mobile device of claim 15, wherein the sent
application data requests occur at a first frequency when the
mobile device is in a normal operation mode, and at a second
frequency when the mobile device is in the low power mode,
wherein the first frequency is higher than the second fre-
quency.

21. The mobile device of claim 15, wherein the applica-
tion data requests are sent periodically.

22. The mobile device of claim 15, wherein the processor
is further configured to allow the mobile device to authen-
ticate a user of the mobile device over the first connection by
sending an authentication token.

23. The mobile device of claim 15, wherein the processor
is further configured to allow the mobile device to authen-
ticate a user of the mobile device by sending an authenti-
cation token over the first connection, wherein the authen-
tication token is verified against a user database.

24. The mobile device of claim 23, wherein authenticating
the user allows the mobile device to access content at the
host.

25. The mobile device of claim 15, wherein the processor
is further configured to allow the mobile device to receive a
notification of new content.

26. The mobile device of claim 25, wherein the notifica-
tion is received over a connection that is maintained while
the mobile device is in the power management mode.
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27. The mobile device of claim 25, wherein the notifica-
tion includes a portion of a content that is to be received by
the mobile device.

28. The mobile device of claim 25, wherein the notifica-
tion includes less than a totality of the content to be received
by the mobile device.

29. The mobile device of claim 25, wherein the processor
is further configured to allow the mobile device to establish
a subsequent connection for receipt of the content.

30. The mobile device of claim 25, wherein the notifica-
tion includes an identification of a sender of the content.

31. The mobile device of claim 25, wherein the notifica-
tion is displayed on the mobile device for viewing by the
user.

32. A mobile device located in a mobile network, com-
prising:

a battery;

a processor configured to allow the mobile device to:

monitor a remaining battery level of the battery;

send application data requests to a host over a first
connection at a first frequency;

receive data from the host responsive to the sent
application data requests;

operate in a normal operations mode when a remaining
battery level is above a predetermined amount;

select a low power mode from a plurality of power
management modes in order to conserve the remain-
ing battery level when the remaining battery level is
below the predetermined amount, wherein the low
power mode is based on amount of battery power
remaining on the mobile device being below a pre-
determined amount;

change the frequency that application data requests are
sent from the first frequency to a second frequency
associated with the low power management mode;

wherein at least two of the power management modes
are the low power mode configured to conserve the
amount of battery power remaining on the mobile
device and the normal operations mode,

wherein the normal operation mode is configured to
allow the mobile device to send application data
requests more frequently than when the mobile
device is in the low power mode,

wherein the frequency at which some application data
requests are sent is not changed to the second fre-
quency while the mobile device is in the low power
mode;

exit the low power management mode when the
remaining battery level is above the predetermined
amount; and

receive a trigger that notifies the mobile device of new
data, wherein the trigger at least in part causes the
mobile device to send application data requests.

33. The mobile device of claim 32, wherein the processor
is configured to allow the mobile device to enter the low
power mode when the amount of battery power remaining is
below a predetermined amount.

34. The mobile device of claim 32, wherein the processor
is further configured to allow the mobile device to receive a
notification of new content.

35. The mobile device of claim 32, wherein the notifica-
tion is received over a connection that is maintained while
the mobile device is in the power management mode.

36. The mobile device of claim 34, wherein the notifica-
tion includes a portion of a content that is to be received by
the mobile device.
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37. The mobile device of claim 34, wherein the notifica-
tion includes less than a totality of the content to be received
by the mobile device.

38. The mobile device of claim 34, wherein the processor
is further configured to allow the mobile device to establish 5
a subsequent connection for receipt of the content.

39. The mobile device of claim 34, wherein the notifica-
tion includes an identification of a sender of the content.

40. The mobile device of claim 34, wherein the notifica-
tion is displayed on the mobile device for viewing by the 10
user.
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